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Abstract

This document presents a Ascc, a standard ML-like language with higher-order heap equipped with
an information-flow control type system featuring subtyping, recursive types, label polymorphism, ex-
istential types, and impredicative type polymorphism. We introduce a generalized theory of Modal
Weakest Precondition predicates and construct a novel “logical” logical-relations model of the type
system in Iris, a state-of-the-art separation logic. Finally, we use the model to prove that the type sys-
tem guarantees termination-insensitive noninterference.

1 Syntax and Semantics

Definition 1.1 (Syntax and types).

r,y,z € Var
t € Loc
n € N
L € L
© w= +|-lxl=|<
l,pc € Labely == k|l|LUYL
7€ LType == t*
teType == a|l|B|N|7x7|74+7|757|Yea.7|Yer.7|3a.7| po. 7| ref(r)
e€Expr == x|()|true|false|n|nen|Az.e|ee|Ae|Ae]|e_|
| ifetheneelsee| (e,e) | m e|inj; e | matchewithinj, = e; end
| ref(e)| 'e|e <« e|fold e | unfold e | packe | unpackeaszine
veVal == ()]|true|false|n|Az.e|Ae| Ae]fold v|packv | (v,v)|inj;v|¢
KeECtr == — |Koe|lveK|ifKtheneelsee|(K,e)|(v,K)|m K|mK

| inj; K |injy K | match K withinj, = e;end | Ke|v K
| ref(K)| K| K < e|v< K |fold K | unfold K | pack K | unpack K aszine

o € LocﬁAVal

In addition to the given constructions we will write let z = e; in ez for the term (Ax. e1) ez and e1; eo
forlet _=ejines.

The syntax of types is parameterized over a bounded join-semilattice £ where the induced ordering T
defines the security policy. ¥, . T denotes the type of label-polymorphic terms (over variable «) with the



corresponding term A e. Vy o. 7 denotes the type of type-polymorphic terms (over variable o) with the
corresponding term A e. Both the two polymorphic types and the arrow type are annotated with a label
{ that in the type system will constitute a lower-bound on side-effects of the term.

Definition 1.2 (Operational semantics).

) pure 4
VU ~ 0

ifv" =ve
. pure
iftruethenejelseey "~ e

. pure
if falsethenej elseeg ~ €9

Uy (’Ul,’Ug) p’B‘r)C V; 1€ {1,2}
match inj; v withinj; = eend "%5° e[v/z] ie{1,2}

(Az. e) v "5 efv /]
(Ae)_ e
(Ne)_ PS¢

pure

unfold (fold v) ~~ v

unpack (packv) aszine "~ e[v/z]

(0,€) —=n (0,€) ife W57 ¢!
(o, ref(v)) —n (ot — v],0) if ¢ € dom(o)
(0,10) =h (0,0(1)) if . € dom(o)
(0,0 v) = (o]t — 2], () if v € dom(o)

(o,€) —=n (0,€")
(0, K[e]) = (o', K[€'])

The operational semantics are mostly standard and defined with a call-by-value, left-to-right evalu-
ation strategy. We first define a head reduction relation, (o,e) — (o, ¢’), which relates two pairs of a
state and an expression. The head-step relation is lifted to a reduction relation (g,e) — (o/,€’) using
evaluation contexts.

2 Type System

Definition 2.1 (Label-ordering with free variables).

F-REFL F-TRANS F-BoTrTOM F-LABEL

FV(/) C ¥ U Tl  WHC L FV(() C ¥ Iy Cly

UHELCT/ U/ iy UE1LLC/ UHI[Cly
F-join

U0 Tl Ukl C il
N e SR S

Definition 2.2 (Subtyping).

S-REFL S-TRANS
FV(t)gE El\I’}—t1<Zt2 El\lll—t2<2t3
E‘\Ifl_t<lt E|\I/|_t1<2t3
S; ARROW. _ , S-FORALL
E|VET <7 ElUEr <1 Ukl Ely Ukl Tl Ea|lUkn <
E|\IJ}—71[$TQ<:T{[47£ ElVEVYy, am < Vo



S-LFORALL
Ukl C 1l ElU, kT < T

EIUEYy ko1 <V, k. To

S-sum
E|UVFn <7 EIVEm <7

E|UET <747

Definition 2.3 (Protected-at).

S-

PROD
|[UFm <7 E|lUET <7
E|UkTm X1 < X T

S-LABELED
U/ C Yl E|\IJ|—t1<Zt2

|05 <ty

N eEec e
Definition 2.4 (Typing).
T-VAR T-BooL T-NAT
z:T7el TUNIT b € {true, false} neN

E|V|Thpex:T E|U|T Fpe (): 1

T-BINOP

E|U[Thpeer : NO  Z|W|T ke ep: N

E|V|T Fpe b:BE

©®:NxN=¢

E|V|T Fpe n: N+
T-Lam
E|U|T,z:m bp e:m

E|U|T Fpe €1 @ eg : th122
T-aprp

E‘\I/H—‘}—pcell(Tlng)é

E\\I/|1"|—pcezz7'1

E|\11|Pw,cm.e:(nﬁm)l

Uk N\ ¢ UkpcUlC L,

E|U|TFperer:m

T-TLAM

Ea|U|Thky e:T

E|W|T Fpe Ae: (Yo, a.7) "

T-tarr
S| |Thyee: (Vg a.7)’

UkpcUl T4,

N
(1]

Uk rlt/a] \ ¢  FV(t)

E|U|TFpee-:7[t/a]

T-LLAM

E|U,k|Thy e:7

FV((,) C WU {k}

E|U [Ty Ae: (Vo vo7) "

T-prOJ

T-Lapp
S| [Thpee: (Vo rt)  WhkpeUCTL[l/s]  UHr[l'/s] N\l FV()CW
E|U|T Fpee-: 7]l /K]
T-1r
E|U|Thpee: B Vie{1,2).2|U|[Thpupei:7 UE7N\/
E|U|T ke ifethenejelsees - 7
T-PAIR
E|U|Tkper:mn E|U|TFpex:m
E|W|T by (e1,62) 1 (1 X 12)™
T-1iny
ElU|[Thyee: (nxm)  Wkn\ ¢ ie{l,2} E|U|Thpee:n i€ {l,2}

E|U|Tkpme:T
T-maTCH
E|\I/|F|—pce:(7'1+72)e

Vie{l,2} .E|U|T,z:7bFpeiee;: T

E|U|T by injye: (11 +72)"

UErN/

E|¥|T Fpe matchewithinj, = e;end : 7

T-roLD T-uNFOLD

U b rlpa. m/a) (£
E| T Fpe unfold e : T[pa. 7/

E|UIT Fpe e: T[po. 7/al
E|U|T Fy fold e: (po. 7)™

E|WI|T by e: (pa. 1)’




T-rAack
E|UIT Fpee: T[t/a]

E|U|T Fpe packe: (Fa.7)*

T-unPACK
Uk N/ E\\I/|1“chpack61:(Eloz.T’)Z E,a|U|Tz: 7 bpeupea: T

E|¥|T Fpe unpacke; aszines : T

T-aLLOC
E|C|Thpe:T U7\ pe

E|W|T by ref(e) : ref(r) ™

T-STORE

E|U[T ke :ref(r)  E|U[Thypes:r UhrN\ pell
E|U|T Fpe e < eg: 1t

T-LoAaD

E|U|T by ref(er) ref(r)” E|UF7<:7 Uk N/
E|U| Ty le:

T-sus
E|V|[Thpre:m  UkpcCpd E|VES <7
E|V|Tkpee:T

3 Modal Weakest Precondition (MWP)

We refer to the Coq formalization for details not described in this document. Note that the MWP-theory
is implicitly parameterized over a suitable language with expressions e € Expr, values v € Val, a stepping
relation (e, 01) — (ea,02), and a state interpretation S : State — iProp.

Definition 3.1 (MWP). Let M = (A, B, M, BindCond) where
A, B : Type
M : A — Masks - N — (B — iProp) — iProp
BindCond: A - A — (B — A) —» (B — B — B) — Prop
with a € A and £ € Masks then
mwp/gvl;a e{P} £ Voi,00,v,n.(e,01) =" (v,02) = S(c1) Mg, (Ab. (v, n,b) * S(02)).
When omitting the mask £ we assume it as the largest possible mask T.

Definition 3.2 (MWP validity). A modality M = (A4, B, M, BindCond) is valid if

Va, €, 0, ®,0.E CE = Vb.B(b) « V(b) - ME, (P) Mg, () (monotone)
Va,E,n, ®. Mg o(®P) - Mg, (D) (introducable)
Va,d', f,g,&,n,m, . BindCond(a,d’, f,g) =
& b MED O B(g(b,)))) F M, (P) (binding)
Lemma 3.3 (M validity). Given a valid modality M = (A4, B, M, BindCond) then
MWP-INTRO MWP-VALUE
Vv, n. Mg, (Ab. @(v,n,b)) e executes purely £.0(Ab. ©(v,0,b))
mwps i e {@} mwpy i v {6}
MWP-moNoO MWP-MASK-MONO
Yo, n,b.®(v,n,b) - ¥(v,n,b) mwpy i e {0} Ece mwpy e {@}
mwps ' e (@} mwpa® e {®}
MWP-BIND

M

BindCond(a, d’, f, g) mwpg/“a/ e {v, n,b. mwpg f(0) K] {w,m,b. ®(w,n +m,g(b, b’))}}

mwpy " Ke] {2}




Definition 3.4 (Atomic shift). M = (4, B, M, BindCond) supports atomic shifts at a if
VEL Ea,n, 8. n < 1= TBEME (A BT () - ME, (D)
Definition 3.5 (Atomic Operation).
atomic(e) = Vo0’ €. (0,e) = (0,¢') = € € Val
Definition 3.6 (Reducible Operation).
reducible(e, o) £ 3¢/, 0’. (0,€) — (o', €)
Lemma 3.7 (MWP Atomic Step). Given M that supports atomic shifts at a then

MWP-ATOMIC
fy mwpp e {v, n,b. £ B°d(v,n, b)} atomic(e)
mwpg\/“a e{d}

Definition 3.8 (M splitting). Let My, My : Masks — iProp — iProp be two modalities indexed by masks.
M can be split into (M, Mly), written SplitsInto(M; My, My, a), if

V&, n,@. Mi(€) (M2(E) (Mg, (D)) - Mg, 41(2)

VE,P,Q. P~ QF M (E)(P) M (€)(Q)

VE,P,Q. P - QF My(E)(P) =« Ma(€)(Q)
Lemma 3.9 (Lifting). Let a € A and M a modality with SplitsInto(M; My, My, a) then

MWP-LIFT-STEP
Voo, es. (e,01) — (e2,02) —

e1 € Val  Voy. S(o1) =« M;(€) Mo (€) (S(Ug) « mwp i e {0, m,b. B(v,n + 1,b)}>

mwpy " ey {@}

Definition 3.10 (MWP instance: Unary update). Let Mg, = (1,1, M, BindCond) where
ME..(P) £ B¢ ()
BindCond(a,d’, f,g) = \_, g = id
Lemma 3.11 (Properties of My ).
1. My defines a valid modality.
2. My supports atomic shifts.
3. SplitsInto(M; 5}3(2), 0335)

Lemma 3.12 (Unary update MWP always supports atomic shifts).
& 982 mijg\fe e {U, n, b. &2 981 &(v,n, b)} —k mwpgb e{d}
Definition 3.13 (MWP instance: Unary step-update). Let MED (1,1, M, BindCond) where

(@) 2 ("B ) B, ()
BindCond(a,d’, f,g) = \_, g = id
Lemma 3.14 (Properties of M, ).

1. M, defines a valid modality.



2. M, supports atomic shifts.
3. SplitsInto(M; Sf%(b >, Q}ES).

Definition 3.15 (MWP instance: Binary update). Let M £ (Expr, Val x N, M, BindCond) where

. M
S;n(q)) £ mwpe ? € {wvm' Q(wa m)}
BindCond(ey, ez, f,g) 2 3K.e1 = K[ea] A g = AMv1,n1), (v2,12).(va, n1 + ngz) A
Yo, k. f(v, k) = KJv].
Lemma 3.16 (Properties of M, ).

1. My defines a valid modality.

2. Ya. SplitsInto(M; 5!30), (DES ,@).

Fact 3.17 (Unfolding MWP with M, ;). By unfolding the definition of MWP instantiated with My, we
get:
mwpé\/lx'@;e2 e1 {®} =Vo1,01,v,n. (e1,01) =" (v,07) = S1(01) —*
MES 2 (AX. (v,n, X) * S1 (o))
= vo’l70-j/t7v7n' (6170-1) _>n (Uaai) —k 51(0'1) —k

mwpy P €5 {w,m. B(v,n, (w,m)) * Sy (o}))}

= v0-170'17’07"1' (61701) —" (1},0'/1) —* Sl(O'l) —*

m

Vo, 0h,w,m. (e2,02) =" (w,0h) = Sa(og) —

M / /
Mg (AX. ®(v,n, (w,m)) * Sy (07) * Sa(0h))
=VYo1,01,v,n.(e1,01) =" (v,07) = S1(01)
Vo, 0h,w,m. (e2,02) =" (w,04) = Sa(og) —

B (2(v,n, (w,m)) * S1(0}) * S2(0))
Lemma 3.18 (Unary update MWP implies binary update MWP).
mwpg/l'a e {U,n. mijgwb ea {w,m. P(v,n, (w,m))}} —* mwpé\/[X’E’;e2 e1 {P}
mwpé\/la e {w,m. me/g\/ia e1{v,n. &(v,n, (w,m))}} — mwpé\/lXE’;62 e1 {9}
Lemma 3.19 (Binary update MWP always supports shifts).
& }382 mij(:’a;e2 e1 {v, n,b. €2 }381 P(v,n, b)} —k mijg\ij;e(z e1 {P}
Definition 3.20 (MWP instance: Binary step-update). Let M; 2 (N, 1, M, BindCond) where
Ea(@) £ (BB 9()
BindCond(n,m, f,g) £ m < nAVz, f(x) =n—mA X, g = id.
Let My 5 £ (Expr, Val x N,M, BindCond) where
e.n(P) £ mwpé\/l”n e{w,m. ®(w,m)}

BindCond(eq, ez, f,g) 2 3K.e1 = K[ea] A g = AMv1,n1), (v2,12).(va, n1 + n2) A
Yo, k. f(v, k) = KJv].

Lemma 3.21 (Properties of M, ;).



1. Mg is a valid MWP-modality.

2. Va. SplitsInto(M; 550 >, QES ;).

Fact 3.22 (Unfolding MWP with M, ). By unfolding the definition of MWP instantiated M, o, we
get:

M ;
mwp, S {®} =Voyi,07,v,n. (e1,01) =" (v,07) = S1(01) —*

M?;Anprm (AX. &(v,n, X) * S1(c}))

=Voyi,07,v,n.(e1,01) =" (v,0]) = S1(01) —*
mwpé\/l’" ex {w,m. ®(v,n, (w,m)) * S1(c1))}
=Vo1,07,v,n. (e1,01) =" (v,07) = S1(01) —*
Voo, 05, w,m. (ez,02) =" (w,0h) = Sa(oa) —

MM (XX, (v, n, (w,m)) * S1(a7) * S2(04)))

Em
= V01,0'17U,7’L. (61701) _>7L (U>U/1) —k 51(01) -

VO'Q, 0/27 w, m. (627 02) - (wv 0;) - 52(02) —*
(*B > B ) e (@(v,n, (w,m)) * S1(0) * S (03))
Lemma 3.23 (Unary step-update MWP implies binary step-update MWP).

mwpﬁ/(m e1 {v,n. mijg\/t‘g’l> es {w,m. P(v,n, (w,m))}} —x mwpé\/lx’gw;e2 e1 {P}

M M My >
mwpg e {w,m. mwpg " e1 {v,n. (v, n, (w,m))}} — mwpe P ey (@)
Lemma 3.24 (Double atomicity of binary step-update MWP). If atomic(e; ) and atomic(es) then

& '352 mwpé\:m e1 {v, n. mijg\:m € {w, m. 82'351 b(v,n, (w, m))}} —k mwpﬁfxbﬁ@ e1 {P}
& ESQ mwpﬁjm es {w, m. mwpé\:'&» el {v, n. 52951 D(v,n, (w, m))}} ¢ mwpﬁfxmm e1 {P}
Lemma 3.25 (Binary update MWP implies binary step-update MWP). Let
reduces(e, S, &) £ Vo. S(o) *=k” reducible(e, o).
Then

(reduces(eq, S1,&1) V reduces(ea, S2,E1)) A
&1 &2 My ez & & My epie2
( B >mwpg, el {vm, b. B d(v,n, b)}) — MWpg, e1 {P}.

Theorem 3.26 (Adequacy of binary step-update MWP). Let ¢ be a first-order predicate over values.
Suppose

M ;
mwpg 7 ey {p}

is derivable. Given S1(o1) and Sa(02), if we have (01, e1) =™ (01,v1) and (02, e2) —"2 (0h,v2) then
©(v1,n1,v2,n2) holds at the meta-level.

3.1 Language-level lemmas

for modelling the heap we get the followmg lemmas for interaction w1th the heap.

Lemma 3.27 (Properties of unary update MWP with Agc.).

LYir—v-+xQuk mwpg/lb ref(v) {v. Q}



2. Lf—>v*(L<—>v—*Qv)l—mwp£/[9 1 {v. Q}

3. L%U*(L%wakQ())mepéwELew{v.Q}

Lemma 3.28 (Properties of unary step-taking update MWP with Agcc).

L.oVie—=v—=*QLF mwpg/lép ref(v) {v. @}

2. 1>L<—>v*l>(L<—>v—*Qv)l—mwp£AE» le{v. Q}

3. DL‘—)U*D(L‘—)M*Q())FmeQAbDL%w{U.Q}

4 Logical Relations

The binary value relation is an Iris relation of type Rel £ Val x Val — iProp_. Similarly, the unary value

relation is an Iris predicate of type Pred = Val — iProp..

Both the unary and binary logical relation is implicitly quantified over a lattice £ and an observer/at-
tacker label (. The environment p : Lvar — L maps label variables to semantic labels from £ and O is a
semantic type environment for type variables, as is usual for interpretations of languages with parametric
polymorphism. However, for every type variable we keep both a binary relation and two unary relations,

one for each of the two sides:

We use O, Or : Tvar — Pred as shorthand for 75 0 © and 73 o ©, respectively, where 7;(x) denotes the

© : Tvar — Rel x Pred x Pred.

ith projection of z. We will use

mwpg e1 ~ ez {v, w. Q}

as shorthand for me/g\/lXE»;Ez e1{v, -, (w,-). Q}.

Definition 4.1 (Label interpretation).

[]- : (Lvar — L) — Labely — L

[£], = p(k)
[, 21
[ Uts], = [0, U 6],

Definition 4.2 (Unary value interpretation).

Ve, k-T]A (v

[pe. T]A

4

Aa)

v={()

v € {true, false}

veN

Fur,v2. v = (v1,v2) * [Ti]4 (v1) * [2] A (v2)

\/ Jw. v = inj; w* [1]A (w)
i€{1,2}

O (Vw. [r]A(w) = &, [r]A (v w))

O (V@ : Pred. & [T]A qsa (v ,))

O (EI(P : Pred. Jw. v = packw * [[T]]Z’w_)@(w))
0 (Vi€ £.&,[715"" (v )

p® : Pred. \v.Fw. v = foldw x>[7]4 ., ;(w)

[ref(t)]A(v) 2 I, N.v = 1 x R(A, p, 1, £, N)



OVENTCE=
(gbg\NTD(E’U}.L'-H’LU*[[THPA(’LU)* ) )) if [¢],C¢
(>0 w [7]X (w)) EW =k¢ True)
R(A, p, 1, 0, N) &
OVENTCE=
<5ES\NTD(Ew.LHiw*[[T]]pA(w)* >) if [4],%¢

(>3 .o w' = [r]A (W) S\NTEKS True)

[T (v) = [TA(v)

Definition 4.3 (Unary expression interpretation).

Epe[TA(e) = [pel, Z ¢ = meME» e{[7IA}

Definition 4.4 (Unary environment interpretation).

GLIA(e) 2 True
GIT, @ : 7A(Fw) 2 GITJA (%) * [F1A (w)

Definition 4.5 (Unary semantic typing).

=)W TEe:r2 O (VA,p, 7.dom(Z) C dom(A) x dom(¥) C dom(p) —*)

GITIA(T) — EpellTa(e[T/Z])
Lemma 4.6 (Unary semantic subtyping). If dom(Z) C dom(A) and dom(¥) C dom(p) then
ElVEnr <= [1]A(v) = [1]A(v)
Theorem 4.7 (Unary fundamental theorem).
E|U|Tkpe:7=E|V|TFye:T

Definition 4.8 (Binary value interpretation).

)
[r1 x 7]& (v, v') & T, v, 01, v5.v = (v1,02) 0" = (v, v3) * [T1]g (v1, v7) * [72]§ (v2, v3)
)

\/ Jw,w'. v = inj; wx v = inj; W * [1;]% (w, w’)
ie{1,2}

O (Vw, w'. [11]3 (w,w') = E[r]G (v w,v" w'))

[ = )6, (v) * [T L To]6, (V')

[Ve, a. 7] (v, v") £ O (VD : Rel. VO, P : Pred.
O (Yo, v". &(v,v) = P (v) * Pr(V')) ~* E[T]E ooy (w 0 @) (V -V 2)

* [Vo, . 7]g, (v) * [Ve, . 7], (V')
[Fa. 7]A (v,v") £ O (3P : Rel. 3P, g : Pred. [ (Vv,v'. B(v,v") — D (v) * Pr(v')) *

Jw,w’. v = packw * v" = packw’ * [[T]]&w_)@@b%)(w,w’))

0 (Vi€ £.E[IE™ v v ) % [V, 5. 715, (0) % [ e, .75, ()

u® : Rel. \M(v,v"). 3w, w’. v = foldw * v" = fold w’

(1>

[ 55 T2]& (v, v")

>

Ve, k.7]% (v, 0")

[I>

[pe. 718

P /
*PI716 0 (4, fua 71 e 12, ) (0 )



Nooot-(¢547)

[ref(T)]2 (v,v') £ 30, v = 1% 0" = [ Fw, w1 =L wx =g ' * [7]4(w, W)

P (poo') 2 [[t]]%(v,v’) if M]p C¢
[Fle(v.v) {[[t]]’éL<v) TS () i [, Z ¢

Definition 4.9 (Binary expression interpretation).

Elr1B(e,¢) = mwper ~ e {[7]&}
Definition 4.10 (Binary environment interpretation).

G[-1% (e, €) = True

g[[rva: : T]]g)(v_l)wh@u@) £ g[[rﬂ[é(afa 172’) * [[Tﬂg(wlvw2)

Definition 4.11 (Binary environment coherence).

Coh(@) £ * O (V’UL, UR. @(UL, UR) —k @L(UL) * @R(’UR))
(P,P,PR)EO

Definition 4.12 (Binary semantic typing).

E|\IJ|F':€L%CeR:TéD< Py UL, UR Om( ) Om( )* Om( ) Om(p)_* )

Coh(©) * G (02, vr) — E[r]& (eL[00/ ], er[vr/T])
Lemma 4.13 (Binary semantic subtyping). If dom(Z) C dom(0) and dom(¥) C dom(p) then
|V 7 <= [n]A (o, 0r) —* [R2]A (v, vR)
Lemma 4.14 (Binary-unary subsumption).
Coh(©) * [7]g (vL, vr) = [7]&, (vo) * [7]&, (ve)
Theorem 4.15 (Binary fundamental theorem).
E|U|Thpe:T=E|V|[TFerce: T

Theorem 4.16 (Termination-Insensitive Noninterference). Let T and L be labels drawn from a join-
semilattice such that | T (and T £ (. If

] ]z:BT Ry e: B,
o l-FLv BT and - |- |-FL v BT

then

(0, e[vy/x]) =" (o1,v]) A (D, eve/z]) =" (02,vh) = v} = vb,.
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